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PREFACE 


A  Concept  Evaluation  Program  (CEP)  test  of  the  Ported-Coax  Inte^or  Sensor  (PINTS)  was 
conducted  during  June  1987  at  Eglin  Air  Force  Base  (AFB),  Florida.  Numerous  false  alarms 
(alarms  due  to  no  apparent  cause  when  no  intrusion  or  tampering  was  being  attempted)  were 
observed  during  the  CEP  test.  A  technical  engineering  investigation  team  was  formed,  whose  prime 
objective  was  to  determine  the  cause(s)  of  the  high  number  of  false  alarms  using  the  exact  test  setup 
used  during  the  CEP  test.  The  investigation  team  was  comprised  of  representatives  of  the  Belvoir 
Research,  Development  and  Engineering  Center’s  (BRDEC)  Physical  Security  Equipment  Division 
(PSED),  EG&G  Energy  Measurements,  Inc.,  and  Computing  Devices  (COMDEV)  Company. 

The  high  false  alarm  rate  (FAR)  experienced  during  CEP  testing  at  Eglin  AFB  was  not  typical  of  the 
penormance  demonstrated  by  the  PINTS  during  any  of  the  previous  tests.  The  prime  objective  of 
this  report  is  to  summarize  the  findings  and  results  of  the  investigation  team  and  to  make 
recommendations  for  enhancing  sensor  performance.  This  will  be  accomplished  by:  summarizing 
the  factors  initially  believed  to  be  possible  sources  of  the  high  FAR;  summarizing  the  investigation 
techniques  and  the  results  of  the  investigation  to  determine  the  FAR  sources;  giving  a  brief 
conclusion  based  on  the  results  of  the  test  and  analysis;  and  making  recommendations  for  enhancing 
sensor  performance. 

Although  results  obtained  during  CEP  testing  at  the  Eglin  AFB  test  facility  initially  failed  to  achieve 
expected  levels  of  false  alarm  rate  (FAR)  performance,  the  subsequent  engineering  investigation  test 
results  analysis  and  many  hours  of  detailed  additional  testing  and  data  analysis  have  positively 
identified  the  source  of  the  high  FAR  problem.  All  test  results  that  were  analyzed  indicate  that  the 
high  FAR  problem  could  have  been  avoided  or  at  least  minimized  by  the  use  of  an  adequate 
Selection,  Application,  and  Installation  Guide  (SAIG). 
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SECTION!.  INTRODUCTION 


TEST  PURPOSE 

The  Ported-Coax  Interior  Sensor  (PINTS)  is  a  Group  III  Advanced  Facility  Intrusion  Detection 
System  (AFIDS)  component.  The  mission  essential  function  for  the  PINTS  is  to  provide  interior 
intrusion  detection  sensing.  The  sensor  must  offer  flexibility  of  configuration  to  meet  a  variety  of 
installation  requirements.  The  sensor  must  also  provide  a  high  Probability  of  Detection  (Pj)  and  a 
very  low  False  Alarm  Rate/Nuisance  Alarm  Rate  (FAR/NAR)  in  order  to  be  effective. 

The  PINTS  consists  of  a  Sensor  Electronic  Unit  (SEU),  a  stimulus,  and  a  Sensor  Transducer  Set 
(STS)  (Figure  1).  The  STS  consists  of  up  to  four  pairs  of  ported  coaxial  transmit  and  receive 
transducer  cables  that  define  the  detection  zone  (Figure  2).  The  SEU  provides  the  necessary 
processing  electronics  to  detect  intrusions  and  to  interface  with  the  FEDS  for  power  and  alarm 
communications.  The  stimulus  allows  the  FIDS  to  effect  an  end-around  test  of  the  sensor. 

One  of  the  major  features  of  the  PINTS  is  its  configuration  flexibility.  With  up  to  four  independent 
cable  pairs,  the  PINTS  can  be  configured  to  provide  a  variety  of  optional  detection  zone  geometries. 
Since  the  detection  zones  are  defined  by  the  spacing,  location,  and  length  of  the  transducer  cables, 
the  PINTS  can  be  thought  of  as  a  user-configurable  guided  radar  sensor.  Major  benefits  of  guided 
radar  operation  are: 

•  Guided  detection  zone, 

•  Confined  detection  zone,  and 

•  User  adaptability. 

Another  key  feature  of  the  PINTS  is  its  VHF  operation,  which  provides  optimal  detection  of  humans 
and  high  rejection  of  common  FAR/NAR  sources  such  as  vibration  and  small  animals.  The  PINTS 
is  capable  of  operation  in  the  presence  of  other  FIDS  sensors  without  mutual  interference. 

The  PINTS  is  an  international  development  program  jointed  funded  by  the  Canadian  Department  of 
Regional  Industrial  Expansion  (DRIE)  under  the  US/Canadian  Defense  Development  Sharing 
Agreement.  A  joint  project  agreement  has  been  entered  into  by  the  US  Army  and  the  Canadian 
Government.  The  project  agreement  identified  three  development  phases  for  the  PINTS  program: 

•  Phase  I  -  Feasibility  Test  and  Evaluation  (successfully  completed) 

•  Phase  II  -  Advanced  Development  (nearing  completion) 

•  Phase  III  -  Full  Seals  Development  (planned  for  initiation  in  FY88  following  the  successful 
completion  of  Phase  II). 


Daring  Phase  I,  Engineering  Development  Testing  (EDT)  was  conducted.  During  these  tests  a 
functional  PINTS  model  and  laboratory  test  equipment  were  employed.  Phase  II  testing  included 
verification  of  the  PINTS  Pj,  NAR  simulations,  and  FAR  monitoring.  These  tests  were  conducted 
at  Fort  Belvoir  Research,  Development  and  Engineering  Center  (BRDEC)  and  witnessed  by  the  US 
Army  Test  and  Evaluation  Command  (TECOM)  personnel  as  Developmental  Test  - 1  (DT-l ) 
utilizing  two  PINTS  Brassboard,  Advanced  Development  Models  produced  under  the  Phase  II 
contract.  Adversary  tests  were  also  conducted  at  the  Center  during  1QFY87  and  witnessed  by 
TECOM  personnel.  A  Concept  Evaluation  Program  (CEP)  test  was  conducted  at  Eglin  AFB, 
Florida,  during  3QFY87.  All  of  the  user  representative's  (The  United  States  Army  Military  Police 
School  (USAMPS))  critical  issues,  as  well  as  non-critical  issues,  were  tested.  A  review  of  the  test 
report  from  the  tester  (The  United  States  Army  Infantry  Board  (USAIB))  indicates  that  an  excessive 
FAR  precluded  the  collection  of  certain  required  data.  Results  of  the  test  showed  that  the  high  FAR 
made  it  difficult  to  answer  the  performance  issues,  but  the  reliability,  availability,  and 
maintainability  (RAM)  and  safety  issues  were  answered  satisfactorily.  CEP  test  results  were 
«■  igmficantly  different  than  test  results  obtained  prior  to  the  CEP  test.  A  subsequent  engineering 
i mitigation  led  by  the  material  developer  (BRDEC)  and  conducted  in  September  1987,  identified 
the  causes  of  the  excessive  alarm  rate.  Under  the  direction  of  the  material  developer,  the 
Engineering  Investigation  Team  was  organized  to  determine  the  cause(s)  of  the  excessive  FARs  and 
recommend  corrective  measures  to  restore  proper  performance  of  the  PINTS  installed  at  Eglin  AFB. 


TEST  DURATION  AND  LOCATION 


The  Engineering  Investigation  Team  conducted  an  investigation  of  the  PINTS  as  installed  in 
Building  975  located  on  Eglin  AFB  (Eglin  Main)  during  September  1987.  The  investigation 
consisted  of  Electromagnetic  Interference/Radio-Frequency  Interference  (EMI/RFI)  testing; 
examining  the  sensor  electronic  unit  and  transducer  cables;  and  examining  the  PINTS  as  deployed  in 
Building  975.  The  Air  Force  provided  military  personnel  for  system  operators,  and  civilian  contract 
personnel  from  Radio  Corporation  of  America  (RCA)  for  system  installation,  maintenance,  and  data 
collection.  The  investigation  team  of  BRDEC,  EG&G,  and  Computing  Devices  Corporation 
(COMDEV)  identified  and  individually  tested  for  possible  FAR  sources.  Each  of  the  suspected 
sources  of  high  FAR  were  individually  isolated  and  evaluated  as  follows: 


•  Sensor  hardware  integrity 

•  Intemally/self-generated  FAR  alarms 


External  EMI  sources 


•  Local  traffic/phenomena  near  facility  outside  detection  zone. 

•  Events  occurring  within  the  detection  zone 

•  Installation  techniques  and  procedures. 


SECTION  II.  INVESTKJA  I  JO 


File  p  l.iiary  objectives  of  the  engineering  investigation  were  to  determine  tiie  «.a..'.  is,  . 
NaR/FAR  rate  with  the  exact  test  setup  as  was  used  for  the  CHI’  test  and  to  rest >n line ui  ■  . .. 
measuies  for  enhancing  sensor  performance  in  Special  Project  l  acilitv.  Building  P7N  Sit.  ; 
AFH 

GENERAL  I  KS  I  DKS(  K1PTION 

The  installed  PINTS  in  Building  975  was  reactivated  with  all  settings  and  coniiguration  ■  . 

to  verify  the  previously  established  data  baseline.  The  verification  of  data  baseline  was  m\  . 
insure  identical  sensor  performance  had  been  achieved.  Once  the  sensor  performance  was 
confirmed,  the  Sensor  Electronic  Unit  (SEU)  was  tested  to  confirm  propei  operation  or  hi 
subassemblies.  An  in  depth  investigation  of  the  transducer  cables  was  then  performed.  I 
alarm  generating  mechanisms  were  identified  and  examined  in  detail  i>v  the  investicMUon  uc. 
tests  were  accomplished  without  destroying  the  original  cable  configuration  r.  No  ;  Burnt 
t  see  I  i cures  a  and  4). 

'T  he  PIN  !  S  w  as  installed  as  part  of  the  base  security  system  to  prolev  t  the  Special  Pioi«.\  t  i  , 
Egltn  Main.  The  sensor  was  interfaced  with  a  FIDS  control  unit  :Cl  >  which  was  l«x  !  t 
Building  975.  The  CU  was  connected  to  the  FIDS  console  locate.!  in  the  Security  Pom  e 
Headquarters,  Building  272. 

BASK!. INK  DATA  TESTING 

Its!  Description 

The  first  set  of  data  collected  '  o r  i tied  all  settings  and  that  the  i  ontigur anon  of  the  PIN  i  S  >■- 
installed  during  the  CEP  test.  The  PINT'S  was  brought  on  line  and  monitored  with  the  KIi.< 
for  a  total  of  30  hours.  RCA  personnel  provided  one  smmp-sittei  (data  collector!  positioner 
Building  975  and  also  one  stump-sitter  located  at  Building  272.  I  S  Air  Force  personnel  as  ■■ 
wi»h  the  operation  of  the  KIDS  console  (console  operator)  and  provided  haul  copy  printout  o, 
was  collected  during  this  monitoring  period.  The  console  operator  responded  to  all  test  aim- 
key  board  acknowledge  only.  Data  collectors  noted  all  alarms,  any  sources  of  outside  stirr.u!: 
co. dd  t'.ave  caused  an  alarm  to  he  generated  and  collected  the  computer  prir.vat  and  e.ah  •• 
the  oacl  asion  of  each  day  of  testing.  Walk  te-.is  .verc  pertormc.l  to  ic.-mv  '!■..!  the  s',  stem 
l  :e.  i  ar.  murkier  a  minimum  '9  three  times  during  ca.  1:  tesi  pen  ■<! 

I  *.e  hr  t  ac. I  se.oud  dav  ot  testing  gave  continually  requiring  lal-e  au.niis  i  iris  data  esiahu 
ham  that  w  is  necessary  to  insure  that  identical  sensor  periormanc.  ii.ul  'cot  achieved  .. 
:>!:•  caved  dining  the  (  IIP  test. 
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On  the  thud  da\  of  monitoring,  the  team  requested  the  services  of  a  monitoring  EM1/RFI  van, 
equipped  with  spectrum  analyzers  and  associated  RF  measuring  equipment,  to  measure  and  record 
the  EMFRI  1  t-n  ironment  at  Building  975.  Data  was  collected,  using  the  EMI/RFI  van,  over  a 
period  of  several  ilavs  in  an  attempt  to  correlate  FAR/NAR  alarms  to  specific  spectral  activity.  A 
spectrum  analy/et  was  also  set  up  inside  the  building  and  Zones  1,  2,  and  3  were  monitored. 

Figure  5  shows  the  original  cable  configuration  for  Zones  1  and  2,  located  in  the  large  room,  ami 
Zone  3  located  in  the  small  room. 

Test  Results 

During  this  test  period,  a  significant  number  of  false  alarms  were  observed  and  logged.  All  settings 
were  recorded  and  the  original  baseline  data  was  verified.  Although  a  significant  number  of  false 
alarms  were  observed,  no  conclusive  correlation  to  external  EMI  events  could  be  determined.  The 
spectrum  analyzer  used  inside  the  building  demonstrated  that  the  PINTS  transmitter  was  stable 
during  the  monitoring  period. 

SENSOR  HARDWARE  INVESTIGATION 


Test  Description 


An  in-depth  investigation  of  the  sensor  hardware  including  cables  was  performed  without  disturbing 
the  original  settings  and  configurations.  The  team  conducted  a  visual  inspection  of  the  detection 
zones  and  the  SF.lj  to  verify  compliance  with  the  original  settings  and  configurations.  The 
installation  was  inspected  by  the  team  for  the  following  types  of  conditions: 


Suspected  cable  damage 
Physical  change  to  the  SEU 


SET'  to  Cl'  interconnection  damage 


Damage  to  Stimulus  Unit 


Unauthorized  v  Ranges  in  the  secured  area  conditions  which  may  have  rendered  the  system 


ineffei  trie 


list  Results 


>ti lii  came  .1,". 


It  >*  vis  toutki  r:  ■  r  :  cable  connector  for  the  receive  cable  (Rx3),  when  disturbed  or  displaced, 
t .  mid  cause  .in  .i  arm  The  cable  end  was  cut  and  repaired  with  a  new  connector.  The  team  also 
discovered  that  muy  one  of  three  stimuli  (PINTS)  was  functioning  and  that  the  cable  pair  in  the 
small  room,  transmit  (Tx3)  and  receive  (Rx3)  (Zone  3),  seemed  to  be  more  sensitive  than  the  other 


cable  pairs  i  oca  led  in  the  large  room.  Stimuli  located  in  Zones  1  and  2  were  repaired  and  operated 


»  uh  a  high,  tleg-ve  ot  confidence.  Data  collected  and  observed  during  this  test  period  were  recorded 
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and  analyzed  by  the  investigation  team.  It  was  decided  by  the  team  that  the  alarms  caused  by  the 
connector  and  stimulus  did  not  have  a  major  impact  on  the  high  FAR  rate.  A  test  for  internally  self¬ 
generated  false  alarms  for  the  SHU  was  conducted.  The  results  of  this  test  clearly  indicated  that  the 
FAR  source  was  not  internally  or  control  link  generated  (see  Appendix  A). 

LOCAL  ENVIRONMENT  OR  PHENOMENA  NEAR  FACILITY  OUTSIDE  PINTS 
DETECTION  ZONES 

",t  Description 

i  '..is  test  consisted  of  generating  and  monitoring  external  events  outside  the  building  such  as  human 
...  u  ities  (movement),  aircraft  taxiing  nearby,  vehicular  traffic,  and  the  movement  of  various 
nodding  siructaics.  The  purpose  of  this  test  was  to  correlate  these  activities  with  alarm  occurrences, 
vrpir  'tiers  were  stationed  outside  the  building  with  two-way  radios  to  monitor  the  outside  events 
,<rd  to  relay  the  status  of  the  events  to  the  stump-sitters  on  the  inside  of  the  building.  Human 
.divides  such  as  mowing  the  grass,  walking  and  running  around  the  building,  tapping  on  the  outer 
alls,  doors,  and  vents,  were  conducted.  Several  vehicles  of  different  types  were  used  to  drive 
•.round  the  building  and  on  the  local  access  road.  Several  hours  of  data  were  collected  from  aircraft 
i  d  i  a  on  a  nearby  taxiway.  The  opening  and  closing  of  exterior  and  interior  doors  was  also 
O"  nried  as  part  of  this  test  in  an  attempt  to  create  nuisance  alarms.  A  simulated  external 
tentional  jamming  of  the  PINTS  was  performed  by  using  an  RF  signal  generator  and  antenna, 
ntennas  were  located  outside  and  inside  of  the  test  facility. 

he  first  part  of  this  test  was  conducted  with  the  PINTS  interfaced  to  the  FIDS  console  and  the  later 
part  was  conducted  with  the  PINTS  connected  to  the  FIDS  simulator  (see  Figure  6).  Most  of  the 
data  collection  during  this  investigation  was  accomplished  with  the  PINTS  interfaced  with  the  FIDS 
Simulator.  The  PINTS  FIDS  I/O  Simulator  (FIDSIM)  is  a  piece  of  test  equipment  designed  for 
estmg  and  proving  the  design  of  the  PINTS. 


Analog  data  were  collected  and  stored  on  an  analog  chart  recorder.  A  four-channel  analog  recorder 
was  used  to  tape  the  analog  signal  from  the  test  port  of  the  FIDSIM.  The  FIDSIM  was  connected 
internally  to  the  PINTS  electronics  units  which  allowed  the  PINTS  to  communicate  with  the 
FIDSIM  directly. 

lest  Results 


Several  events  were  performed  and  monitored  in  an  attempt  to  correlate  the  external  local 
•  •nvironment  or  phenomena  near  the  test  site  to  FAR/NAR  alarms  Most  of  the  events  and  activities 
were  pet  formed  during  the  day  and  stump-sitters  (data  collectors)  were  provided  for  monitoring  the 
local  environment  during  non-duty  hours.  Data  collected  during  overnight  monitoring  were 
mils  /ed  and  evaluated  the  following  day.  All  data  collected  were  analyzed  and  evaluated  by  the 
■  mo  'linn  team. 
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"ours  of  N  \K  data  were  'biained  daring  this  test  period  which  included  high  wind  and 
.  v  -  ii nf all.  Neither  simulated  no.  actual  events  consistently  produced  alarms.  A  review  of  the 
a  K  the  investigation  team  revealed  little  or  no  correlation  between  external  environmental 
•'ies  or  phenomena  to  i  \R/:\AR  alarms.  Therefore,  it  was  concluded  that  local  external 
'•’"amt'il  phenomena  were  not  ti  e  \>  ijor  cause(s)  of  the  high  FAR/NAR. 

•<  K  SVJRONMF.NT  OR  PHI  NO  vtFNA  WITHIN  DETECTION  ZONES 

I  H  v,  riptinn 

PINTS  detection  zones  for  Building  975  were  located  in  two  rooms.  The  original  configuration 
o\:ed  of  Zones  1  and  2  located  in  the  large  room,  and  Zone  3  located  in  the  small  room.  The 
transmit  cables  for  each  zone  were  located  above  a  suspended  metallic  ceiling  structure 
,e  figure  7).  The  receive  cables,  for  the  original  configuration,  were  embedded  in  the  concrete 
!  or  t  he  PINTS  was  connected  to  the  FIDSIM  for  power  and  data  communication  during  this  test, 
i  he  analog  chart  recorder  was  also  used  for  data  collection  and  storage. 

4  .  t  :rst  senes  of  tests  involved  reversing  the  transmit  and  receive  cables  (Tx  reversed  to  floor  and 

!  <  reversed  to  ceding  i.  T  his  procedure  was  accomplished  by  reversing  the  transmit  and  receive 
cables  at  the  SFU  for  all  zones.  Data  was  collected  with  the  reversed  cable  set  up  to  include  day  and 
right  monitoring  and  detection  for  human  intruders.  The  investigation  team  reviewed  the  data  and 
determined  that  there  was  no  major  change  in  the  FAR  rate  and  detection  capability.  Since  no  major 
change  in  performance  was  noted,  the  cables  were  reversed  to  their  original  configuration. 

7  he  second  series  of  tests  involved  gathering  data  from  a  controlled  and  stable  environment.  The 
detection  zones  in  the  large  room  were  reconfigured  (see  Figure  8).  The  new  transmit  (Txl)  cable 
as  the  center  cable  embedded  in  the  floor  and  the  new  receive  (Rxl)  cable  was  the  outer  perimeter 
r, bedded  in  the  floor.  Several  causes  of  false  alarms  were  postulated  by  EG&G  (see  Appendix  B) 
and  are  listed  below: 

•  The  introduction,  removal,  or  change  in  length  of  any  electrical  conductor  within  the  PINTS  RF 
field  will  disturb  the  field  and  cause  a  change  in  the  RF  energy  received  by  the  PINTS.  These 
conductors  act  as  passive  antenna  elements  (Antenna  Effect).  If  the  energy  change  were  large 
enough,  the  PINTS  would  be  expected  to  alarm. 

•  "'.'ectnc.il  noise  (EMI)  may  have  been  a  cause  of  the  false  alarms. 

•  Large,  unbalanced  current  flows  can  affect  the  magnetic  properties  of  nearby  ferromagnetic 
materials,  changing  their  permeability  (for  example,  steel  conduit  protecting  AC  wiring).  If  the 
ferromagnetic  materials  were  within  the  PINTS  RF  field,  then  varying  load  currents  could 
prfxjuce  a  varying  effect  on  the  PINTS  RF  field. 


DENOTES  ROLL-UP  DOOR 
DENOTES  STIMULI 
AC  STRIP 


H -  HEATER 
PS  -  POWER  SUPPLY 
CP  -  COFFEE  POT 
S  -  SWITCH 


Figure  8.  Controlled  Environment  Setup  in  Large  Room 


Various  tests  were  conducted  with  the  new  configuration  to  demonstrate  the  possible  phenomena 
that  could  cause(s)  the  unpredictable  high  FAR  rate.  These  tests  are  covered  in  depth  in 
Appendix  B. 

Test  Results 

The  new  cable  configuration  (the  floor  pair)  proved  to  be  the  most  stable  configuration  achieved  and 
was  monitored  undisturbed  for  a  total  of  84  hours  (see  Table  1).  During  this  monitoring  period, 
only  one  false  alarm  was  observed  and  recorded. 

Table  1.  Analog  Output  Noise  Comparison  Chart 

NOISE  LEVEL  COMPARISON  BETV1  ZEN 
ZONES  2,  3,  AND  4  OF  SMALL  ROOM, 

BUILDING  975,  EGLIN  AFB,  FLORIDA 

ZONE  3  ZONE  4  ZONE  2 

RECORD  Rx  16"  Rx4’  Rx7’ 

Nl'M'IER  FROM  CEILING  FROM  CEILING  FROM  CEILING 


(mV) 

(mV) 

(mv) 

1 

40 

120 

570 

2 

20 

20 

60 

3 

50 

20 

1 

4 

80 

60 

1 

5 

60 

1 

40 

6 

150 

60 

40 

1 

1 

80 

10 

20 

8 

200 

40 

20 

9 

130 

60 

40 

10 

90-100 

40 

1-10 

11 

80 

80 

20 

12 

140 

20 

40 

13 

360 

20 

40 

14 

140 

100 

40 

15 

220420 

20-50 

10-40 

16 

200 

90 

40 

17 

240 

40 

30 

NOTE:  Transmit  cable:  Horseshoe  configuration  embedded  in  floor 

mV  =  millivolt 
Rx  =  receive  cable 


There  were  at  least  two  possible  sources  of  the  Antenna  Effect  present  in  Building  975.  The  first 
was  the  suspended-grid  ceiling,  and  the  other  was  electrical  equipment  wiring  such  as  switches, 
thermostats,  and  telephone  equipment.  All  of  these  sources  were  located  within  the  PINTS  RF  field. 
The  Antenna  Effect  was  found  to  be  a  very  significant  problem.  The  installation  of  the  PINTS  cable 
caused  the  suspended  ceiling  to  be  the  primary  contributor  to  the  Antenna  Effect  (see  Figure  7).  It 
was  constructed  of  hundreds  of  metallic  elements,  each  approximately  2  feet  in  length,  and  each 
capable  of  making  electrical  contact  with  other  elements.  The  PINTS  60MHz  carrier  frequency  has 
a  corresponding  wavelength  of  16  feet  and  a  2  foot  conductor  (one-eight  wavelength)  could  easily 
perform  as  an  antenna  element.  The  team  conducted  several  experiments  to  produce  a  force  on  the 
ceiling  in  an  attempt  to  cause  the  PINTS  to  alarm.  The  investigation  team  had  great  success  in 
causing  the  system  to  alarm  by  applying  very  small  forces  to  the  ceiling.  Normal  temperature  and 
pressure  changes  could  also  exert  a  small  force  on  the  ceiling  which  could  cause  the  system  to 
alarm.  Electrical  appliances  or  AC  wiring  to  such  appliances  within  the  PINTS  RF  field  were 
observed  to  cause  alarms  when  the  appliances'  thermostats  changed  state,  whether  or  not  AC  power 
was  applied.  Also,  telephone  equipment  within  the  PINTS  RF  field  was  observed  to  cause  alarms. 
Telephone  equipment  included  line-connect  relays  which,  when  actuated,  changed  the  lengths  of 
many  conductors  in  the  ouilding. 

ISOLATION  OF  CEILING  FROM  DETECTION  ZONES 
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Test  Description 

After  extensive  data  collection  and  analysis,  it  was  determined  by  the  investigation  team  that  the 
most  significant  cause  of  the  high  FAR/NAR  rate  was  due  to  the  Antenna  Effect  in  which  the 
suspended  ceiling  was  the  major  contributor.  An  attempt  was  made  by  the  team  to  isolate  the 
detection  zones  from  the  suspended  ceiling.  The  following  are  the  different  zone  configurations 
used  in  an  attempt  to  isolate  the  detection  zones  from  the  suspended  ceiling: 
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1 .  The  first  configuration  was  to  create  a  detection  zone  inches  below  the  suspended  ceiling.  A 
new  receive  cable  (Rx3)  was  taped  to  the  walls  in  the  small  room  16  inches  below  the  suspended 
ceiling  (see  Figure  9).  Transmit  cable  (Tx3),  embedded  in  the  floor  in  the  small  room,  was 
remapped  to  communicate  with  Rx3.  This  pair  was  referred  to  as  Zone  3. 

2.  The  next  configuration  was  to  deploy  another  cable  approximately  3  feet  below  the  suspended 
ceiling.  This  receive  cable  (Rx4)  was  taped  to  the  walls  in  the  small  room.  Tx3  was  also  used  to 
communicate  with  Rx4  (see  Figure  9).  This  cable  pair  was  referred  to  as  Zone  4. 


3.  The  third  configuration  was  to  create  a  zone  approximately  1  foot  from  the  floor.  Receive  cable 
Rx2  was  taped  on  the  walls  approximately  7  feet  from  the  ceiling  in  the  small  room.  A  new  transmit 
(Tx2)  cable  was  also  taped  to  the  floor  in  the  small  room  and  was  mapped  to  transmit  to  Rx2  as 


Zone  2  (see  Figure  9). 


/~\  HORSESHOE 
(RX3)  16"  BELOW  CEILING 


HORSESHOE 
3’  BELOW  CEILING 


HORSESHOE 
T  BELOW  CEILING 


i  Wzmm 


/TX3\  HORSESHOE 

EMBEDDED  IN  FLOOR 


CENTER  CABLE 
TAPED  TO  FLOOR 


ZONE  3  -  RX3  AND  TX3 
ZONE  4  -  RX4  AND  TX3 
ZONE  2  -  RX2  AND  TX2 


Figure  9.  Small  Room  Cable  Configuration 
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4.  The  final  configuration  that  was  deployed  in  the  small  room  was  a  floor  pair.  Transmit  cable 
(1x2)  was  taped  to  the  floor  and  was  remapped  to  communicate  to  receive  cable  (Rx3)  embedded  in 
the  floor  (see  Figure  10).  This  pair  created  a  new  Zone  2  in  the  small  room. 

5.  The  final  configuration  designed  for  the  large  room  was  also  a  floor  pair.  A  new  cable  was 
installed  parallel  to  the  embedded  perimeter  as  receive  cable  (Rxl).  The  embedded  cable  in  the 
center  of  the  room  was  remapped  to  receive  cable  (Rx2).  Rxl  was  taped  appr^vimately  2  feet 
toward  the  center  of  the  room  from  Txl  (see  Figure  11).  Transmit  cable  #1  (T..1)  was  the  embedded 
perimeter  cable.  Txl  and  Rxl  was  Zone  1,  and  Txl  and  Rx2  became  Zone  2. 

FAR/NAR  and  intrusion  data  were  collected  from  the  wall  pair  cables  (Zones  2,  3,  and  4) 
simultaneously  in  the  small  room.  A  comparison  of  the  analog  output  was  made  of  the  collected 
data  (see  Table  2). 

!:■  addition  to  the  FAR  sources  already  identified,  the  team  also  investigated  alarms  that  were 

lining  in  the  vicinity  of  the  small  room,  and  appeared  to  be  due  to  a  very  sensitive  HOT,  lead-in. 
A  ,  electric  hand  drill  was  used  in  an  attempt  to  isolate  the  problem.  The  electric  hand  drill,  placed 
about  12  inches  from  the  PINTS  SEUs,  caused  alarms  on  several  zones  in  the  small  room.  Several 
iifferent  measurements  were  taken  with  the  hand  drill  in  the  protected  zones  in  the  small  room.  As 
the  drill  approached  the  SEU,  the  analog  response  increased  for  the  detection  zone. 

1  »‘st  Results 

All  data  was  analyzed  and  evaluated  by  the  investigation  team.  A  comparison  chart  was  compiled 
to  compare  the  collected  analog  output  data  obtained  from  the  floor  and  wall  cable  pairs.  Data 
collected  during  this  testing  series  supported  the  theory  that  the  suspended  ceiling  was  the  main 
contributor  to  the  high  FAR  rate.  The  analog  output  readings  collected  during  the  monitoring  period 
f  the  same  event,  seemed  to  be  much  lower  for  the  cable  zones  farther  away  from  the  suspended 
a  eng  (see  Figure  13).  Also,  in  accordance  with  data  collected,  the  floor  pair  exhibited  greater 
stability  than  any  other  configuration  tested.  A  floor  pair  was  designed  for  the  small  room  and  only 
one  false  alarm  was  reported  during  this  test  period.  The  floor  pair  configured  for  the  large  room 
reported  no  false  alarm  during  the  monitoring  periods.  The  response  to  human  motion  (in  terms  of 
analog  output)  was  much  greater,  and  floor  coverage  for  the  room  was  greatly  improved.  COMDEV 
consulted  with  the  designer  of  the  PINTS  cables  and  concluded  that  the  HOT  lead-in  problems 
associated  in  the  small  room  were  likely  arising  from  field  coupling  mechanisms  that  effectively 
made  the  lead-in  HOT  (sensitive)  and  extended  the  detection  zone  outside  the  room,  thus  allowing 
other  sources,  such  as  the  water  cooler  and  air  conditioner,  to  generate  alarms.  Ferrite  beads  were 
■■;v'd  to  deaden  the  HOT  lead-in  on  the  cables.  The  HOT  lead-in  problems  only  existed  in  the  small 
room. 
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STRAIGHT  CABLE 
TAPED  ON  FLOOR 


HORSESHOE 
EMBEDDED  IN  FLOOR 


Figure  10.  Floor  Configuration  for  Small  Room 


Figure  11.  Final  Hour  Configuration  for  Large  Room 
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Table  2.  Data  Collected  for  Different  Cable  Configurations 
for  Large  and  Small  Rooms 


IARGE  ROOM  Al ARM  DATA 


CABLE  ARRANGEMENT 

Tx-Rx 

HOURS 

ALARMS 

MAXIMUM 

BACKGROUND 

(mV) 

SEU 

THRESHOLD 

(mV) 

Center  Ceiling-Center  Roor 

20.5 

0 

180 

.300 

Center  Floor-Center  Ceiling 

66.5 

0 

240 

300 

Horseshoe  Ceiling -Horseshoe  Floor 

20.5 

0 

57(1 

898 

Horseshoe  Floor-Horseshoe  Ceiling 

66,5 

0 

460 

089 

Center  Embedded- Horseshoe  Embedded 

84.5 

t 

<20 

35 

Horseshoe  Embedded-Horseshoe  Taped 

27 

0 

<5 

100 

Horseshoe  Embedded-Center  Embedded 

27 

0 

<  5 

1CX) 

SMAU.  ROOM  ALARM  DATA 

CABLE  ARRANGEMENT 

Tx-Rx 

HOURS 

ALARMS 

MAXIMUM 

BACKGROUND 

(mV) 

SEU 

THRESHOLD 

(mV) 

Horseshoe  Ceiling-Horseshoe  Embedded 

20,5 

6 

6«0 

798 

Horseshoe  Embedded-Horseshoe  Ceiling 

14 1 

28 

760 

798 

H/S  Embedded-Wall  16"  Front  Ceiling 

171.5 

46 

360 

4<V) 

Center  Taped- 16"  Front  Ceiling 

13.5 

4 

140 

200 

Center  Taped- Horseshoe  Taped 

80,5 

2 

170 

200 

Center  Taped-Horseshoc  Embedded 

44,5 

0 

<20 

200-300 

Horseshoe  Embedded-Center  Taped 

26.5 

0 

100 

200 

Roor  Pair  Taped  (Parallel) 

14 

0 

<10 

200 

Center  Taped- Wall  7'  Front  Ceiling 

37,5 

3 

180 

200 

H/S  Embedded-Wall  4’  Front  Ceiling 

37.5 

0 

150 

300 

H/S  Embcddcd-W'all  7’  Front  Ceiling 

13 

0 

40 

200 

Total  89 

NOTE:  Floor  pair  yielded  lower  noise  and  reduced  false  alarm  rate  for  Building  975,  Eglin  AFB,  FL. 

mV=  millivolt 
H/S  =  Horseshoe 
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SECTION  III.  CONCLUSIONS  AND  RECOMMENDATIONS 


A  series  of  tests  were  performed  which  included  moving  and  replacing  cables  to  confirm  a 
significant  source  of  the  false  alarms  could  be  attributed  to  the  suspended  ceiling  within  the 
detection  zones.  AC  wiring,  leading  to  electrical  appliances  within  a  building  and  within  the  PINTS 
RF  field  whose  length  changes  upon  relay  or  thermostat  activation,  could  cause  a  major  problem  for 
the  system  if  not  installed  properly.  The  "Antenna  Effect"  and  the  "HOT"  lead-in  problems  were 
related  to  the  installation  of  the  system.  With  the  development  of  a  Selection,  Application  and 
Installation  Guide  (SAIG),  to  include  PINTS,  this  problem  could  have  been  resolved  or  greatly 
reduced.  A  continued  effort  is  recommended  to  collect  intrusion  data  for  the  system  including  false 
and  nuisance  alarm  signatures  to  enhance  the  PINTS  data  base.  The  following  conclusions  are 
supported  by  the  PINTS  data  base: 

1 .  The  sensor  performance  is  very  dependent  on  proper  installation. 

2.  The  sensor  is  capable  of  good  detection  performance  with  low  NAR/FAR  when  installed  in  a 
"quiet"  environment  such  as  bunkers,  igloos,  and  magazines. 

3.  The  sensor  cable  geometry  (tight  cable  bends)  driven  by  small  room  size  is  not  conducive  to 
good  sensor  performance. 

4.  The  "Antenna  Effect"  influence  on  NAR/FAR  can  be  minimized  by  proper  installation  and 
application  of  the  sensor. 

5.  For  properly  selected  sites  and  correctly  installed  systems,  PINTS  performance  will  meet  or 
exceed  requirements,  and  become  a  formidable  new  sensor  in  the  Advanced  FIDS  sensor  program. 

It  is  recommended  that: 

1 .  Extensive  additional  testing  be  performed  to  fully  characterize  performance,  capabilities,  and 
limitations. 

2.  Collected  knowledge  based  on  different  installations  be  considerably  expanded. 

Based  on  the  test  results  and  a  study  of  operational  considerations,  it  was  determined  that  the  PINTS 
concept  is  feasible  and  practical.  This  report  has  been  an  attempt  to  summarize  the  engineering 
investigation  and  testing  to  date  of  a  new  interior  intrusion  detection  sensor  being  developed  for  tri- 
service  applications.  All  testing  demonstrates  that  the  PINTS  offers  the  potential  for  performance 
and  operational  benefits  currently  not  available  from  any  other  interior  sensor.  The  PINTS  is 
expected  to  significantly  contribute  to  the  repertoire  of  the  FIDS  sensor  family. 
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measurements  and  experiments  performed  at  the  Eglin  AFB  test  site 


and.  therefore,  were  not  closely  controlled  laboratory 


procedures.  In  addition,  these  investigations  were  conducted 


several  months  after  the  CEP  tests,  during  which  time  the 


equipment  and  environment  had  changed. 


2 .  5 1 te  visits 


EG&.G  personnel  visited  Eqlin  AFB  August  31  -  September  1, 


1987,  and  again  September  15  -  September  25,  1987.  Although  two 


PINTS-II  sensors  had  been  included  m  the  CEP  test,  only  one  - 


installed  in  Bldg.  975  -  was  still  in  place  during  this  period. 


This  particular  sensor  was  reported  to  have  been  the  most 


troublesome  during  the  CEP  test,  and  was  thus  a  reasonable  object 


Personnel  from  BRDEC  and  ComDev  were  also  on  site  during  the 


investigation  period,  and  participated  in  the  data  gathering  and 


exoer 1  men tat ion . 
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3.  Field  testa  and  experiments 

On  the  first  visit  to  Eglin  AFB,  EG&G  personnel  verified 
that  the  PINTS-II  in  Bldg.  975  was  3till  operational,  and  still 
produced  numerous  false  or  nuisance  alarms.  The  alarms  were 
unpredictable  but  frequent,  sometimes  as  often  as  every  two  or 
three  seconds. 

Based  upon  the  field  observations,  several  possible  causes 
were  postulated.  These  are  listed  below. 
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a.  The  introduction,  removal,  or  change  m  length  of  any 
electrical  conductor  within  the  PINTS-II  RF  sensing 
field  will  disturb  the  field  and  cause  a  change  in  RF 
energy  received  by  the  PINTS-II.  Such  conductors  act, 
in  effect,  as  passive  antenna  elements.  If  the  energy 
change  were  large  enough,  the  PINTS-II  would  be 
expected  to  alarm. 

At  least  two  possible  sources  of  this  "antenna  effect" 
were  present  in  Bldg.  975:  a  suspended-grid  ceiling, 
and  electrical  equipment  wiring  (switches,  thermostats 
telephone  equipment)  within  the  PINTS-II  RF  fields. 

The  suspended - gr l d  ceiling  was  a  typical  2'  x  4' 
formed-metal  grid  suspending  fi ber g 1 ass  ceiling  til es . 
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least  one  clear  pattern  emerged,  as  explained  below. 

3.  Results  of  field  tests. 

a.  The  “antenna  effect" . 

This  was  found  to  be  a  very  significant  problem.  The 
suspended  ceiling  was  the  primary  contributor.  As 
noted  above,  the  ceiling's  metal  grid  is  constructed  of 
hundreds  of  metal  elements,  each  approximately  two  feet 
in  length,  and  each  capable  of  making  unpredictable 
electrical  contacts  with  neighboring  elements.  The 
PINTS-II  uses  a  carrier  frequency  of  60MHz,  with  a 
corresponding  wavelength  of  16  feet.  A  two  foot 
conductor  (one-eight  wavelength)  can  easily  act  as  an 
antenna  element. 

Very  small  forces  applied  to  the  suspended  ceiling 
(using  a  wooden  broom  handle)  reliably  produced  alarms. 
The  ceiling  could  easily  be  expected  to  experience  such 
forces  due  to  normal  temperature  and  pressure  changes 
throughout  the  day. 

Electrical  appliances  (floor  heater,  etc.),  or  the  AC 
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wiring  to  such  appliances,  within  the  PINTS-II  RF  field 
were  observed  to  cause  alarms  when  the  appliances' 
thermostat*  changed  state  <i.e.,  from  open  to  closed  or 
v ice  - versa )  whether  or  not  AC  power  was  applied. 


Nearby  telephone  equipment  within  th*  PINTS-JI  RF  field 
was  also  observed  to  cause  alarms.  Thi*  equipment 
included  lme-connect  relays,  which,  when  actuated, 
changed  the  lengths  of  many  conductors  in  the  building. 


b.  EMI  effects. 


With  the  limited  resources  available  in  the  field, 
there  was  no  conclusive  evidence  for  EMI-induced 
alarms.  It  was  very  difficult  to  devise  an  EMI 
experiment  that  was  not  also  strongly,  or 
overwhelmingly,  influenced  by  "antenna  effects" 
associated  with  the  intended  EMI  source. 


The  suspicion  exists,  however,  and  futher  testing  in  a 
laboratory  environment  is  indicated. 
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Changes  to  the  PINTS-II  design,  particularly  the  software 
processing,  might  allow  recognition  of  intruder  “signatures",  and 
thus  improve  rejection  of  false  alarms.  Preliminary  discussions 
indicate  that  this  may  be  difficult  to  achieve  without 
introducing  vulnerabilities.  Further  research  on  this  subj ect  i s 
indicated . 

During  the  field  investigation,  very  little  consideration 
was  given  to  the  1 ntr us i on - detect ion  performance  of  the  PINTS-II. 
Due  to  the  high  false  alarm  rate,  the  sensors'  alarm  thresholds 
were  set  to  levels  that  were  unreasonably  high  (i.e,, 
insensitive)  from  a  intrusi on  -  detect i on  viewpoint.  Levels  of 
300mV  to  yGOmV  were  apparently  used  during  the  CEP  test. 

Previous  experience  indicates  that  ieveis  under  IOC  mV  are 
necessary  for  proper  detection.  Thus,  the  detection  per  ormance 
during  the  CEP  test  was  driven  by  false  alarm  concerns,  nd  is 
not  at  all  indicative  of  PINTS-II  detection  capabilities. 

The  PINTS-II  sense  cabie  geometry  utilized  in  Bldg.  975  has 
been  questioned  by  ComDev.  It  does  not  appear  to  lie  within 
fully  characterized  performance  boundaries.  In  particular,  tight 
cable  bend3  and  small  room  dimensions  are  known  to  affect  the 
PINTS-II  detection  performance. 
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A  BACKGROUND  SUMMARY 


Prior  to  commencement  of  testing  at  Eglin  Air 
Force  Base,  the  PINTS  systems  had  been  under  test, 
both  at  the  Computing  Devices  Test  Facility,  and  at 
Ft.  Belvoir.  Testing  included  EDT,  DT-1  and  DT-1A, 
with  all  of  the  test  results  during  those  tests 
indicating  sensor  performance  well  above  original 
design  requirements. 

During  all  of  these  tests,  the  false  alarm  rate 
was  considered  to  be  well  below  specified  requirements 
will  the  detection  performance,  especial  at  slow 
speed,  was  an  order  of  magnitude  better  than  the 
specified  requirements. 

It  is  also  significant  that  the  "Installation 
Knowledge  Envelope"  for  this  new  type  of  Sensor  was 
primarily  gained  from  the  installation  of  the  two 
storage  facilities  at  Ft.  Belvoir,  with  restricted 
tested  done  in  other  facilities. 

Confined  by  a  small  installation  knowledge 
experience  base,  and  the  fact  that  installation 
procedures  and  detailed  site  selection  guidelines  had 
not  yet  been  refined,  both  the  choice  of  test  site, 
and  the  installation  procedures  used,  could  now  be 
considered  to  be  significant  contributing  factors  to 
the  poor  test  results  initially  obtained. 

Clearly,  the  higher  than  expected  false  alarm 
rate  experienced  at  the  Eglin  Test  site  was  not 
typical  of  the  performance  shown  by  the  Sensor  during 
any  aspect  of  the  previous  tests,  and  deserved  an 
appropriate  investigation. 

In  summary,  the  following  pages  briefly  outline: 

-  A  summary  of  the  factors  initially 
believed  to  be  possible  sources  of  the 
high  FAR  rate. 

-  Results  of  the  investigation  to  reduce 
and  determine  the  FAR  source. 

A  brief  conclusion  based  on  the  results 
of  the  test  results  analysis. 
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rented  the  following  list  of  pt;“  hit  FAD'  sources. 

1.  Improperly  adjusted,  or  malfunctioning 

sensor  hardware. 

2.  Sensor  internal  or  self  generated  FAR 
a  1  a  r  m »  . 


FAR  alarms  caused  tv 
sources . 


and  enter nal  EMI 


4.  Local  traffic  or  phenomena  near  the  sensor, 
but  outside  the  detect l an  cone. 

5.  Events  occurring  within  the  detection  done. 

6.  Problems  caused  tiv  installation  techniques 
and/or  procedures 
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RESULTS  OF  INITIAL  TEST  INVESTIGATIONS 


Each  of  the  suspected  sources  of  high  EAR 
individually  isolated  and  evaluated  as  follows. 


were 


1.  Sensor  Hardware  Integrity 

Upon  arrival  at  the  Eglin  test  facility,  and 
without  any  hardware,  or  installation  changes,  an 
"as  installed"  investigation  of  the  sensor 
hardware  was  performed.  Upon  investigation,  it 
was  found  that  although  one  cable  connector  was 
of  questionable  integrity  and  a  stimulus  unit  did 
not  seem  to  be  functioning  as  expected,  the 
sensor  hardware  was  found  to  be  functioning 
normally,  and  with  the  threshold  and  detection 
parameters  still  set  where  they  were  initially 
left,  prior  to  start  of  CET  testing. 


Neither  the  connector  problem  nor  the 
stimulus  problem  could  have  significantly 
contributed  to  the  high  FAR,  and  were  repaired 
such  that  testing  could  continue. 


Internally  /  Self  Senerated  FAR  alarms 

A  series  of  tests  which  eliminated  all 
probabilities  of  externally  generated  FAR  alarms 
were  done.  The  results  of  these  tests  indicated 
that  the  FAR  source  was  not  internal  to  the 
electronics  unit,  and  must  therefore  be  external 
to  the  PINTS  electronics  unit.  These  tests 
ncluded  using  a  bettery  to  eliminate  power  input 
sources,  termination  of  all  receiver  and 
transmitter  ports  to  preclude  external  EMI/RF 
sources,  and  various  FIDS  end  FIDSIM  tests  to 
eliminate  sources  caused  from  control  / 1 1 nk 
i nter f  aces . 

The  results  df  theee  tests  clearly  indicated 
that  the  FAR  source  was  not  internally  or  control 
link  generated . 


It  was  also  noted  that  the 
closing  of  doors  mentioned  in  item  5 
the  effected  of  causing  a  room  to  rc 
deferential,  that  in  turn  caused  tl 
ceiling  to  noticeable  move. 


A  series  of  tests  were  then  dor 
performance  i  with  different  cable/cone 
scenarios  that  added  confidence  to  thf 
that  a  significant  FAR  source 
identified.  (Suspended  ceiling) 


Installation  Techniques  and  Procedure; 

In  addition  to  the  FAR  source; 
above,  it  was  also  noted  that  perforr 
smallest  of  rooms  was  likely  being  a- 
field  coupling  mechanisms  that  effec 
the  Lead-in  cables  "Hot",  and  t 
detection  zone,  and  thereby  allowin; 
sources.  (Water  cooler'  Use  of  Ferrr 
"Deaden"  the  hot  lead-ins  were  of  somt 
the  most  practical  solution  for  ei 
sensor  performance  is  simply  to  di 
installation  techniques  to  ^l-minate 
pr ob 1 ems . 

Also  noted  were  F'd  variations  in 
were  the  transmitter  and  receive- 
significantly  different  lengths, 
installation  guidelines  would  h .. 
this  variation. 


TEST  ANALYSIS  CONCLUSIONS 


The  results  of  the  test  analysis  at  Eglin  AFB, 
are  indeed  positive  and  encouraging.  Although 
unexpected  at  the  onset  of  the  CET  tests,  these  tests 
have  contributed  to  a  better  understand! ng  of 
necessity  of  better  installation  and  site  selection 
guidelines,  and  the  need  to  continue  to  deploy  and 
improve  the  installation  knowledge  data  base,  such 


that  production  systems  will  benefit 
collection  of  this  experience  base. 


from  the 


All  of  the  problems  identified  are  generally 
solvable  with  either  better  installation  procedures 
and/or  sensor  performance  enhancements  that  reduce 
installation  restr 1 cti ons. 
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